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Uspéch generativni Al zajistil maximalni humbuk!
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Dve desetileti inovaci Al s vice nez 3/1 patenty Al

Natural

e aae Robotics Complex Machine Generative
guag & 10T Events Learning Al
Processing
* Programmed * Process + Textto Speech + Predictive * Prompt-
Translation automation - Speechto Text Models engineering
¢ Information + Optimization - Machine vision - Deep Learning - LargelLanguage
Extraction © Expertsystems | a0e - Reinforced Models
Recognition Learnings * Vector DB
* API

Orchestration
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Vyznamné Al inovace kybernetické bezpecnosti

BrightCloud prvni cloudova Fortify Audit Assistant k tfideni \Voltage Financial Risk
platforma Threat Inteligence vysledkl testovani calculator
2010 PAONRS) 2023
O O & o O
2014 2020

Interset User and Entity ArcSight Recon introduces

Behavioural Analytics outlier analytics
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Pouzijte spravnou Al pro spravny scenar!
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¥ HN

Pouzijte pro !

AppSec testovaci problémy Random Forest | ChatGPT

Classification Equal or better  Equal or worst
performance

Parameters 8 million* 1.76 trillion® (~950,000
larger)

Omezeni Sumu

Casové naroény proces

Memory 50 MB! 45 GB? (~1300times

Nedostatek auditord AppSec larger)
Training cost < $30.67 > $100,000,000 4

Training CPUs/GPUs 1-3 ~10,000°
Prediction speed milliseconds seconds

Opakujici se vSedni kontrola

Fortify Audit Assistant prvnia prelomovy od 2019

[1] Based on 10 forests, average of 114 trees, with an average maxDepth of 23. Computed using our default
tunings, one forest per language

2] Estimate from https://updf.com/knowledge/what-is-gpt-4/

3] https://en.wikipedia.org/wiki/GPT-4 and Sam Altman

4] Based on >700K FoD data, assuming 3xc5.large AWS instances on running for 12 hours, for 10 languages
5] https://www.fierceelectronics.com/sensors/chatgpt-runs-10k-nvidia-training-g pus-go#iaPespsshds -m ore6
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Pouzijte spravnou Al pro spravny scenar!

AppSec testovaci problémy Okamzité vysledky

 Prioritizace pro vysledky
s velkym dopadem

* Shnizeni manualniho usili

Omezeni Sumu

Casové naro¢ny proces
 Granularni oznac¢ovani

Nedostatek auditord AppSec - Lidsky asistents Al

Opakujici se vSedni kontrola

Fortify Audit Assistant prvnia prelomovy od 2019
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pro vytvoreni vhodnejsich reseni

™=
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KliCové vyzvy SOC 2020

Robotic Driven SOC 1/4
Al and RPA Improving SecOps

RoboSOC Security Guide

Nedostatek talentt
Dlouha doba expozice
Rozvoj hrozeb
Informacni pretizeni

Manualni opakujici se

ukoly

Innovation Lab
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#robosoc

opic
Today

OK, great, | have mailed you a summary of our discussion and findings for your reference...

Have a nice day

Petr Hnevkovsky

are we targeted by phishing

ArcBot APP 11.07

Are you interested in phishing incidents targeting our company?

Your Response: Yes

:07 Are you looking for a particular phishing attack or general phishing sta

Your Response: General

What trend period are you looking for?

Petr Hnevkovsky 11:08
last two weel

ArcBot APP 11

There were 54 reported phishing incidents in two weeks. That is an increase of 8 percent
compared to 50 in the prior (equivalent) period.

Is there anything else you are interested in?

Your Response: Tell me about a particular phishing attack.

Please specify the name of the phishing campaign.

Petr Hnevkovsky 11:08
black dust

ArcBot APP
OK, let me ¢ he BlackDust phishing campaign for you...

There are 4 reported incidents of BlackDust.

Is there anything else you are interested in?

1. Tell me about a particular phishing attack.

bez technické znalosti

Petr Hnevkovsky 11:10
what russian group targeted ukrainian scada

ArcBot APF 11:10

Sandworm Team is a Russian cyber espionage group that has operated since
approximately 2009. The group likely consists of Russian pro-hacktivists. Sandworm
Tearn targets mainly Ukrainian entities associated with energy, industrial control
systems, SCADA, government, and media. Sandworm Team has been linked to the
Ukrainian energy sector attack in late 2015. [1] [2]

Source: https:fattack.mitre.org

More Info LL

Is there anything else you are interested in?

Your Response: I'm not interested in anything else.

OK, great, | have mailed you a summary of our discussion and findings for your
reference... Have a nice day :)




Vyvoj presnych a spolehlivych schopnosti Al a RPA

opentext” | Interset  Stories > ST77309411329 Active from Oct 11,12 AMto Oct 1,12AM & B ¢

Service Account Remote Login  Unusual Executables  + ATT&CK T1059: Command and Scripting T1203: for Client Execution

M On October 5th, the service account sve_data_backup exhibited suspicious behavior by using a Remote Interactive logon and running uncommon executables like

hikaru.exe, ngghjkrzdfgcguagqx.exe, whoami.exe, and nitest.exe. Subsequently, two other service accounts—sve_service_accounting and svc_service_booking—

USER displayed similar anomalous activities, as flagged by correlation rule FMR10001023, on October 10th and 11th.

@ Home © Aviator generated this £XTREME RISK story on Oct 11 01:05 from 2,105 anomalies, 16 alerts, 1,439,389 events and involves 6 users, 12 machines, 3 IP addresses and 5 websites.

Bf Dashboards -

Connections  Timeline ~ RawEvents  Network  Correlations ML Models  History

THREAT MANAGEMENT
|5 Stories All Connections v
- Playbooks

B cases

ANALYSIS
B3 SQL Explorer
ML Models
= Tuning
SYSTEM

E9 Data Sources

L1 Endpoints

da
address 172.28.174.27 at times when this account is normally
inactive.

‘susan.petrus.

Mike Cyze | / / § \‘%‘a E )
:}smmgswsefs ! ?’ if §§ % %E %:% “%

ArcSight Security Analytics
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opentext" | Interset

Search Q

USER
{a) Home

08 Dashboards

THREAT MANAGEMENT
Stories
& Playbooks
Cases
ANALYSIS
£ SQL Explorer
& ML Models
= Tuning
SYSTEM
&9 Data Sources

L3 Endpoints

& Mike Cyze

{6} Settings + Users

Stories > ST77309411329 Active from Oct 11, 1

Ri U | E; bl + ATT&CK T1059: Command and Scripting Interpreter  T1

Service A Login

On October 5th, the service account sve_data_backup exhibited suspicious behavior by using a Remote Interactive logon and running uncorn
hikaru.exe, ngghjkrzdfgcguaggx.exe, whoami.exe, and nitest.exe. Subsequently, two other service accounts—svc_service_accounting and ¢
displayed similar anomalous activities, as flagged by correlation rule FMR10001023, on October 10th and 11th.

& Aviator generated this EXTREME RISK story on Oct 11 01:05 from 2,105 anomalies, 16 alerts, 1,439,389 events and involves 6 users, 12 machines, 3 IP addresses

ML Models

History

Connections Timeline Raw Events Network Correlations

All Connections v

€} Aviator recommends the following actions:

+ |solate Affected Accounts: Immediately izolate the service accounts

sve_data_backup, sve_service_accounting, and swe_service_booking from
the network to prevent any potential lateral moverment or data exfiltration.

Shaw me how..

Undao

Investigate Executables: Conduct a forensic analysis on the uncommon
executables (hikaru.exe, ngghjkrzdfgeguaggx.exe, whoami.exe, nltest.exe)

to detarmine thair functionality and origin. Remove or quarantine amy
mmialicicus software found.

Just do it!
Show all 3 recommendations...

%, %’ g Shaw me how...
%, %, R —
W g o ® 0 o
@
- @
45, o \ |
"Q"’L‘h_hkg% ’ \ \—\ ;‘I :
WO%% . }
€ Aviator '
The system account is sending large amounts of data to the IP
address 172.28.174.27 at times when this account is normally
inactive. 5
T e G “Cop,
a0 “"‘\‘0;’,\ Q\“,w ... “ %%% Copy,
o ,‘{5&&9\0 05\ " ) ® ~ ® ¢ 90%'0
‘g"éé'&,e"'@fg ...'.. % @

svc_service_booking@contsocorp.com triggered a violation for
rule CorrelationRuleSrv 1 time.

Workflow Violation st_cnts_2310

= O

It was very unusual that svc_service_booking@contsocorp.com
used a process hikaru.exe, which has only been used on 1 day by
svc_service_booking@contsocorp.com.

3 { Rare P Used Endpoi

= O]

It was very unusual that sve_service_booking@contsocorp.com
used a process reg.exe, which has only been used on 1 day by
sve_service_booking@contsocorp.com

Briddiank

E { Rare Pr Used

= O

It was very unusual that sve_service_booking@contsocorp.com
used a process net.exe, which has only been used on 1 day by
svc_service_booking@contsocorp.com.

3 { Rare Pr Used Endpoi

e e

sve_service_booking@contsocorp.com worked in this hour,
which was very unusual based on past activity.

Oct 02 0215

KK p i




Presna detekce pomoci zdroje

opentext | ArcSight Intelligence CE 24.1 Entities Explore Events Dashboard Sign out, demo@opentex.. Ty

Podnikova spionaz
Utoky na hesla

Spatné IT postupy Top Risky Entities
7

Exfiltrace dat

8 joshua.newman Credential Access Failed login at , rare for
joshua.newman.

8 shiela.mathis Discovery Attempted to access inactive domain

CROWDSTRIKE d MS Defender

{Z} OTTAWADC.interset.com Credential Access Failed login at OTTAWADC.interset.com, rare for
joshua.newman.

SentinelOne ‘ Azure AD

@ twitter.com/ Command and Control Received 136MB of data from twitter.com/.

opentext"



Kognitivni a reaktivni kyberneticka obrana (XDR+)

Varovné - . = ,
signaly riveisi hledavani hrozeb s cilem minimalizovat dobu zdrzeni.

Signaly uto€nika Signaly chovani Korelace Sitova detekce Rizeni identit a
ze vzdaleného koncovych bodii
prostoru

MITRE ATT&CK Enterprise Matrix

Jileso Warnings of Attack VAN I0A Indicators 10C Indicators of
e Warnings of Compromise

of Attack Compromise
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* Virtualni asistentl  Aviator podpori

» Partnerstvi mezi Vas rust
lidmi a umelou  Umoznete sve Al
inteligenci vyuzivat sva data

e 1+1=3

* Ochrana aplikaci,
dat a identit

 Presna detekce a
automatizovana
reakce
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opentext

Jak muze Al Aviator
zabezpecCit vase podnikani?



http://www.opentext.com/
mailto:phnevkovsky@opentext.com
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Generative Al achievement unlocked:
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Two decades of Al innovations with 371+ Al patents

FOUNDATIONS NEW FUTURE

Artificial

Natural

e aae Robotics Complex Machine Generative General
guag & 10T Events Learning Al Intelligence

Processing

* Programmed * Process + Textto Speech + Predictive * Prompt- Automating
Translation automation - Speechto Text Models engineering decisions

* Information + Optimization - Machine vision - Deep Learning - LargelLanguage Machine made
Extraction - Expertsystems . Image . Reinforced Models choices

Recognition Learnings * Vector DB Al Trust, Risk &

. API Security

Orchestration Management
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Notable cybersecurity Al innovation milestones

BrightCloud first cloud threat Fortify Audit Assistant to triage \Voltage Financial Risk
intelligence platform testing results calculator

2010 PAONRS 2023

2014 2020

Interset User and Entity ArcSight Recon introduces

Behavioural Analytics outlier analytics

opentext"“ ©2023 Open Text 19



Use the right Al for the right use case!

opentext-
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Use the for the |

AppSec testing burden Random Forest | ChatGPT
Classification Equal or better  Equal or worst
_ _ performance
Noise reduction needed Parameters 8 million* 1.76 trillion® (~950,000
Time Intensive process EVgE,
Memory 50 MB! 45 GB? (~1300times
AppSec auditor shortage larger)

Training cost < $30.67 > $100,000,000 4
Training CPUs/GPUs 1-3 ~10,000°
Prediction speed milliseconds seconds

Repetitive mundane reviews

Fortify Audit Assistant first & ground breaking since 2019

[1] Based on 10 forests, average of 114 trees, with an average maxDepth of 23. Computed using our default
tunings, one forest per language

[2] Estimate from https://updf.com/knowledge/what-is-gpt-4/

[3] https://en.wikipedia.org/wiki/GPT-4 and Sam Altman

[4] Based on >700K FoD data, assuming 3xc5.large AWS instances on running for 12 hours, for 10 languages
[5]

Opentext"‘ https://www.fierceelectronics.com/sensors/chatgpt-runs-10k-nvidia-training-g pus-pgo#daPesbdsshds-more21



Use the right Al for the right use case

AppSec testing burden

Noise reduction needed
Time Intensive process
AppSec auditor shortage

Repetitive mundane reviews

Immediate actionable
results

 Prioritization on high
impact results

 Reduce manual effort
« Granular labelling
* Human Al assistant

Fortify Audit Assistant first & ground breaking since 2019

opentext-

© 2023 Open Text 22



Learning from Al to build better suited solutions

2020 Key SOC challenges

Robotic Driven SOC 1/4

Al and RPA Improving SecOps

Talent shortage _ .
RoboSOC Security Guide

Long exposure time ]
Evolving threats
Information overload

Manual repetitive task

Innovation Lab

opentext” ©2023 Open Text 23



Gain
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#robosoc

opic
Today

OK, great, | have mailed you a summary of our discussion and findings for your reference...

Have a nice day

Petr Hnevkovsky

are we targeted by phishing

ArcBot APP 11.07

Are you interested in phishing incidents targeting our company?

Your Response: Yes

:07 Are you looking for a particular phishing attack or general phishing sta

Your Response: General

What trend period are you looking for?

Petr Hnevkovsky 11:08
last two weel

ArcBot APP 11

There were 54 reported phishing incidents in two weeks. That is an increase of 8 percent
compared to 50 in the prior (equivalent) period.

Is there anything else you are interested in?

Your Response: Tell me about a particular phishing attack.

Please specify the name of the phishing campaign.

Petr Hnevkovsky 11:08
black dust

ArcBot APP
OK, let me ¢ he BlackDust phishing campaign for you...

There are 4 reported incidents of BlackDust.

Is there anything else you are interested in?

1. Tell me about a particular phishing attack.

without technical burden

Petr Hnevkovsky 11:10
what russian group targeted ukrainian scada

ArcBot APF 11:10

Sandworm Team is a Russian cyber espionage group that has operated since
approximately 2009. The group likely consists of Russian pro-hacktivists. Sandworm
Tearn targets mainly Ukrainian entities associated with energy, industrial control
systems, SCADA, government, and media. Sandworm Team has been linked to the
Ukrainian energy sector attack in late 2015. [1] [2]

Source: https:fattack.mitre.org

More Info LL

Is there anything else you are interested in?

Your Response: I'm not interested in anything else.

OK, great, | have mailed you a summary of our discussion and findings for your
reference... Have a nice day :)




Derived new accurate & reliable Al and RPA capabilities

opentext” | Interset  Stories > ST77309411329 Active from Oct 11,12 AMto Oct 1,12AM & B ¢

Service Account Remote Login  Unusual Executables  + ATT&CK T1059: Command and Scripting T1203: for Client Execution

M On October 5th, the service account sve_data_backup exhibited suspicious behavior by using a Remote Interactive logon and running uncommon executables like

hikaru.exe, ngghjkrzdfgcguagqx.exe, whoami.exe, and nitest.exe. Subsequently, two other service accounts—sve_service_accounting and svc_service_booking—

USER displayed similar anomalous activities, as flagged by correlation rule FMR10001023, on October 10th and 11th.

@ Home © Aviator generated this £XTREME RISK story on Oct 11 01:05 from 2,105 anomalies, 16 alerts, 1,439,389 events and involves 6 users, 12 machines, 3 IP addresses and 5 websites.

Bf Dashboards -

Connections  Timeline ~ RawEvents  Network  Correlations ML Models  History

THREAT MANAGEMENT
|5 Stories All Connections v
- Playbooks

B cases

ANALYSIS
B3 SQL Explorer
ML Models
= Tuning
SYSTEM

E9 Data Sources

L1 Endpoints

da
address 172.28.174.27 at times when this account is normally
inactive.

‘susan.petrus.

Mike Cyze | / / § \‘%‘a E )
:}smmgswsefs ! ?’ if §§ % %E %:% “%

ArcSight Security Analytics
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opentext" | Interset

Search Q

USER
{a) Home
08 Dashboards
THREAT MANAGEMENT
Stories
& Playbooks
Cases
ANALYSIS
£ SQL Explorer
& ML Models
= Tuning
SYSTEM
&4 Data Sources

L3 Endpoints

& Mike Cyze

{6} Settings + Users

Stories > ST77309411329 Active from Oct 11, 12 AM tc

Service Account Remote Login  Unusual Executables + ATT&CK T1059: Command and Scripting Interpreter  T12

On October 5th, the service account sve_data_backup exhibited suspicious behavior by using a Remote Interactive logon and running uncom
hikaru.exe, ngghjkrzdfgcguaggx.exe, whoami.exe, and nitest.exe. Subsequently, two other service accounts—svc_service_accounting and s|
displayed similar anomalous activities, as flagged by correlation rule FMR10001023, on October 10th and 11th.

& Aviator generated this story on Oct 11 01:05 from 2,105 anomalies, 16 alerts, 1,439,389 events and involves 6 users, 12 machines, 3 IP addresses 3

Connections Timeline Raw Events Network Correlations ML Models History

All Connections v

€ Aviator recommends the following actions: X

+ lsolate Affected Accounts: Immediately isolate the service accounts
sve_data_backup, sve_service_accounting, and sve_service_booking from
the netwark to prevent any potential lateral moverment or data exfiltration.

Show me how... Undo

[] Investigate Executables: Conduct a forensic analysis on the uncommon

executables (hikaru.exe, ngghjkrzdfgeguaggx.exe, whoami.exe, nitest.exe)
ta determine their functionality and origin. Remave or quarantine any
mialicicus software found.

E)
2 2 e v Show me how...  Just do it!
%2 B s : .
= % st A Show all 2 recommendations...
2 q;) ADDRESSES
°
% e © O _ =7
) Y 1 svc_service_booking@contsocorp.com triggered a violation for
rule CorrelationRuleSrv 1 time.
e
ay - Workflow Violation st_cnts_2310
b, =
4‘_ Alg,‘ S
i o 5 [-JX
ad.%’ - \

T.hkg, ’ N \ ! It was very unusual that svc_service_booking@contsocorp.com

“om 2 P 1 used a process hikaru.exe, which has only been used on 1 day by

ad, svc_service_booking@contsocorp.com.
9905, | ng@: P
E { Rare P Used Endpoi
QO Aviator .

inactive.

It was very unusual that sve_service_booking@contsocorp.com

The system account is sending large amounts of data to the IP S i el
address 172.28.174.27 at times when this account is normally Exccuton Rore Processes Used _ Endool

B Octi 5o

It was very unusual that sve_service_booking@contsocorp.com
used a process net.exe, which has only been used on 1 day by

N NP G svc_service_booki contsocorp.com.
& T, L o A enice.booking@conisocop.c
ﬂ""@"’@“‘ &0 ® gy e
~
€L 0% o e,
b B Oct 1
£LSL g ®oo00"® % n 5o
& & sve_service_booking@contsocorp.com worked in this hour,

which was very unusual based on past activity.

Oct 02 0215
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Detect accurately & with rich source

opentext | ArcSight Intelligence CE 24.1 Entities Explore Events Dashboard Sign out, demo@opentex.. Ty

Data Exfiltration

Corporate Espionage
Password Brute Forcing Top Risky Entities
Bad IT Hygiene

8 joshua.newman Credential Access Failed login at , rare for
joshua.newman.

g) shiela.mathis Discovery Attempted to access inactive domain

CROWDSTRIKE d MS Defender

{& OTTAWADC.interset.com Credential Access Failed login at OTTAWADC.interset.com, rare for
joshua.newman.

SentinelOne ‘ Azure AD

@ twitter.com/ Command and Control Received 136MB of data from twitter.com/.

opentext"



Cognitive / Responsive Cyber Defense (XDR +)

Warning . . . - .
Signals Threat detection and hunting earlier to minimize dwell time

Far-space Behavioral Correlation Network Detection ldentity and
Adversary Signals Signals Endpoint Controls

ATT&CK* Enterprise Matrix

\WeyAW Warnings of Attack VAN I0A Indicators e Indicators of
Welem \Warnings of Compromise

of Attack Compromise
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 Provide virtual
assistants

* Protect apps,
data and
Identities

* Detect & respond

* Human & Al
partnership
1+1=3

opentext-

e Aviator boosts
your growth

« Enable your Al
with your data

© 2023 Open Text
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opentext

How can Al Aviator
secure your business?



http://www.opentext.com/
mailto:phnevkovsky@opentext.com
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Security analytics convergence

XDR SOAR
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ArcSight Intelligence unique values

@
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Enable and

Al data challenges now
and forever

e Structured & unstructured

Discover
Data sprawl

Compliance mandate

 Understand risk

Sensitive data leak Classify

Public environments

» Sanitize & protect

Biases & pollution Act

Voltage Fusion Data Privacy and Protection
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