SUAS 6/ GROUP

Kontinualni zvysovani
odolnosti zameéestnancu

Nasazeni CybeReady v Sokolovské uhelné
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Agenda SUAS 6/ GROUP

* Predstaveni spolecnosti
* \lyzva, které bylo nutné cCelit
* Jak probiha skoleni

* Jak probihaji phishingové testy
* V/ysledky
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Kdyz reknes ,,sokolovska uhelna®“  suas 6/ GROUP

Sokolovska uhelna, pravni nastupce,SUAS GROUP a.s.

a.s.

* Nejmensi Ceska tézarska spoleCnost e Odklon od ,,uhelného” k obnovitelnému

* Provozovatel 2 elektraren a teplarny

facility a hospitality sluzeb
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* Provozovatel stavebnich, technologickych,

Osoby
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Vyzva, které bylo nutné cCelit SUAS 9/ GROUP

Vyzva Prekazka

* Organizace ,,SU“ byla pomérne * Onboarding zameéstnancu neni
konzervativni, od roku 2020 se jednotny (rozdilné jednotky a
otevira svétu, vcetné IT. lokality).

« NUKIB zafadil 3 spoleénosti e Ruznorodé pocitacové znalosti
Organizace do Kll. NIS2 prida zamestnancu.

dalsi... * Velikost tymu IT a KB.
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SUAS 6/ GROUP

Pozadované vlastnosti Porovnani ,horkych kandidatt“

Personalni naklady

* Poskytovani ,vstupniho” a 100
yperiodického” skoleni.

e Simulace phishingu.
* Minimalni naklady na provoz.

Periodicita <l'> Provozni naklady
Z

* Rychla implementace.

Cas na zavedeni

e===| VS + Phishingové feSeni e===Proofpoint ====CybeReady
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CIBEREA)Y

The Human Readiness Company

i
Awareness Bites

bezpecnostni tipy

i
AuditReady

vstupni Skoleni

Reporting

*) Microsoft Entra ID, Google Workspace (nebo .csv export se souhlasem Cybeready)

SUAS GROUP

4

PhishingCampaings

phishingové testy

i
Phish cage

report phishingu

,Out of the box“ feSeni pro navyseni
,Cyber awareness”, které mUzete
nasadit jako ,launch and forget”.
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Uvnitr CybeReady suas & GRrROUP

.f = Dashboard |+ Analytics & Management %' Programs «: InternalComms 2 Goodmorning, Jonas | SUAS GROUPa.s

Awareness Bites S : Bite Preview .
Running s Available Languages: Czech - Czech Republic ~ ~

New! Downloadable E-posters with branding and editing features available below Subject: 4 zplsoby, jak zajistit, ze diivérné informace ziistanou divérné
> ’ "

From: SUAS GROUP a.s Bezpecnostni tipy <neo-dpo-vidat@suasgroup.cz>

>

Authentication v = SUAS 9/ GROUP
Physical Security A
Clean Desk Prioritized for Beginners B -
Tailgating Prioritized for Beginners B
M Shoulder Surfing
Shoulder Surfi 2]
M Visitors
= ry
Computer Security A
Removable Devices B
w r -
Software Installations B BeZDecnOStnl tIDV &
E-Posters
Laptop Security Prioritized for Beginners B g
This bite includes a custom poster
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AuditReady

* Jednoduchy modul
nahrazujici papirove
vstupni a
,pravidelné“ skoleni
KB.

* Pripraveny obsah
resil spise GDPR,
proto jsme ho
prepsali na miru.

04.04.2024

Vitejte

Fyzicka bezpetnost

Bezpetnost uZivatelského
uctu a hesla

Ochrana zarizeni

Mobilni zafizeni

Skodlivy software, skripty a
makra

Ochrana proti ztraté dat

SUAS GROUP

SUAS 6/ GROUP

Bezpecnost uzivatelského uctu a hesla

UZivatelsky ucet reprezentuje Vas v digitalnim svété, ktery s postupem €asu je vice a vice
provazany se svétem fyzickym - s praci, bankovnictvim, prételi a soukromim. Uto¢nik mizZe ucet
zneuZit pfimo, nebo ziskané informace zneuzit vici koleglm nebo prateldm.

A

PFiklady zneuZiti

Utognik ziské informace o rodném ¢isle, datu narozeni a bankovnim Gétu, své obéti vold a
davéru ziska diky znalosti téchto citlivych informaci.

Utonik zneuZije GZet pro podvod prostfednictvim Vageho jména, napk. 14k4 k phjéeni pe méz[
investovani do podvodného produktu, nebo instalaci malware. .
Krok 1.: Spravné heslo

Velky unik hesel "RockYou" (2021) zvefejnil 8,459,060,239 unikatnich hesel, tento tnik byl
pfekonan v roce 2023 tzv. "Mother of All Breaches". Odhaduje se, Ze 2/3 lidi na svété pouZiva
stejné jednoduché metody vytvaFeni hesel. Utognici tak nepotfebuiji hesla degifrovat, stagi jim
dostatecné velky slovnik a hesla jednoduse zkouSet. Nasim cilem je, aby to trvalo co nejdéle.
Spravné heslo by mélo mit vic jak 12 znak( v kombinaci malych a velkych pismen, &isel a
znakd, to vie ve frazi.

Napriklad "Od1985MamRadPalacinky!".
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Awareness Bites SUAS GROUP

™ Dashboard | Analytics &5 Management 4 Programs =: InternalComms

* Modul obsahuijici
b e’z p e é NO St N I, ti py, Awareness Bites = e Bfts Praview @

Running Available Languages: Czech - Czech Republic -

které jsou pravidelné
Za SII é ny. & Select All -

Subject: 3 tipy pro to, jak si vymyslet lepsi heslo
From: SUAS GROUP a.s Bezpecnostni tipy <neo-dpo-vidat@suasgroup.cz>

Personal Data 4] i
SUAS GROUP
7] 7 7 . \V¥4 v 7 . Data Classification Prioritized for Beginners B /4
e Zasilani je tridené i
Al models 8

B Data Security v

podle uzivatelského = v
skore. :

Business-Email-Compromise (BEC) Prioritized for High Risk Bl

Phishing Prioritized for High Risk B

N4 /7
i PO u Z Iva m e Social Engineering Prioritized for High Risk B Bezneénostni tinv
Ve ’ o Prioritized for High Ris E-Posters
p r I p ra Ve n y O b S a h . —— g - g This bite includes a custom poster @

Smishing ]
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Phishingove testovani

* Modul resici
phishingove
testovani.

* Pro kazdou
kampan je
pripraveny novy
obsah.

* Rozesilan
nahodny obsah v
nahodny cas.

* Reakce uzivatele
meni jeho skore.

® Dashboard i Analytics

& Management % Programs

SUGGESTED ACTIVE COMPLETED
None C1-Cc2-C3 None
Running

Q, Search Campaign/Content

Learning Cycle: C1 - C3 m
Currently running campaign C1 o

Mail Unusable (Over Quota)

Prekrocen limit velikosti schranky

Financial Notification (Payment Reguest)
Véc: Faktura J-62163564

Marketing Benefit (C V
Kavarna Sokolov pro za mestnance

Productivity Notification (Meeting Ir

Technical Motification (Password Expiry’
Vypréeni platnosti hesla

Productivity Notification (Meeting Invite) - Gsuite
Hodnoceni projekiu mého tymu

echnical Notification (Missed Call) - Microsoft Teams
David Vam poslal zpravu

SUAS GROUP

¢ InternalComms 2 Goodmorning, Jonas | SUAS GROUP a.s

Autopilot | ®

Have any questions? Contact us

Send Test Email

Used Language: Employees' Local Language

Available Languages: Czech - Czech Republic v

Subject: Prekrocen limit velikosti schranky
From: Edwin Trapp <systemadmin@apponline.info= -
Véazeny kolego/kolegyné, v

Postovni server Vam automaticky zaslal tuto zpravu, protoZe jste piekrocilia
povolenou pamétovou kapacitu. Pokud nevyhovite poZadavku na zvySeni
pamétové kapacity, Vas ucet bude zablokovan a nebude moci pfijimat ani odesilat
e-maily

Chcete-li zvysit pamétovou kapacitu, kliknéte sem

Spravce systému

04.04.2024
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Zivotni cyklus kampané suas ‘G Group

4

Priprava obsahu na 3

kampané dle trendi ve Rozesilani obsahu dle
variantach pro rizna uzivatelského skore a
uZivatelskd skore predvolby.

Uprava skére v zavislosti na
reakci uzivatele.

report po 3 cyklech

Vyhodnoceni kampané; skore  beginner high risk  advanced
fixace uzivateld v rdmci skore . .

v v 7 v Vé Intenzlta 2 2-4 2
pro dalSi kampan, navyseni
ucéinnosti obsahu. naroénost nizsi vyssi
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Reporting

2

04.04.2024

% Dashboard | Analytics & Management ‘" Programs = InternalComms

Unit and Location performance for campaign range: all campaigns

Compare performance between different units. Use click+ctrl to display trends for multiple units

Organizational Level 1 Trained Sent Clicks Click Low
Employees = rate  Risk %
Manufacturing 360 32272 4 381 .,6% 51,6 %
R&D 256 14 800 2261 -,3% 496 % | 4
Sales 80 9272 11 _2,0% 556 % |
Marketing 168 4000 515 ',9% 53,6 % |45,
Procurement 104 3216 511 .,9% 43,5 %
Operations 120 2 696 379 .,1% 54,0 % 4,
HR 48 1488 295 '% 37,1 %
IT 32 1096 176 -,1% 43,8 %
Management 16 1096 89 .8,1% 715% |2
Finance 32 832 117 .,1% 433 %
Support 16 584 80 .,7% 425 %
Legal 16 288 88 _ 28%

Medium
Risk %

High
Risk %
24 %
31 %
1,3%
1,0 %
42 %
1,8 %
43 %
44 %
1,5%
3.8 %
1,4 %

56 %

SUAS GROUP

2 Good afternoon, JonaS | SUAS GROUP a.s.

Location

Per campaign data for all units

Click rate
20%

10%

® Low Risk @ Medium Risk ® High Risk
100%

50%

0

Campaign number
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Nase zkusenost 24Q1 SUAS & GROUP

4

A &

BEGINNERS HIGH-RISK ADVANCED

Program Description

The Beginners group consists of all the employees who received up to six phishing simulations. These employees are eligible to receive supplementary
training on top of their general security awareness training. Activate supplementary training below.

GROUP MEMBERS @ DIRECTORY SYNC GROUP RISK SCORE @
This campaign @ Azure AD \\\\“”’ ’///
. Q 2

Joined: N 2

o~ -
727 +3 S =
of 727 Left: USER LIST UPDATED :." s

~

1 2 5§57 <

= 26 Feb 2024



Nasge zkuéenost 24Q1 SUAS 9, GROUP

Phishing BezpecCnostni tipy
Ignorovano Precteno
529% Otevieno lgnorovano 59
42% >9%
PfeCteno +
Kliknuto Kviz
6% 36%



Shrnuti SUAS 6/ GROUP

Co se povedlo Co nas zaskocilo
* Implementace v rychlém case * Adopce Microsoft Entra ID
* Mezi svatky 2023 * NizSi pocet uzivatelu
* SpInéni nasich cild e Chybéjici informace o organizaci
 Zavedeni feSeni a splnéni * Firemni ,,non-mail“ kultura
legislativni povinnosti e Nizka mira ¢tenosti
* Polozeni ,zakladniho kamene” + SPAM“tam, kde nikdy nebyl

povedomi o kyb. bezpecnosti



Diky za pozornost SUAS 6/ GROUP

Vice o nas Vice k CybeReady
* WWW.SUasgroup.cz Oficialni stranky
e WWW.SUAS.CZ www.cybeready.com

Implementaéni partner CR

www.xeek.tech
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