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se souhlasem Autora grafiky, v ostatnich pripadech je uvedena reference na zdroj.



A.l. a CyberSecurity

,Kde nam muze A.l. pomoci?“

» Detekce utokd/exploitd.

e Syntéza (generdatoru) klica.

e Optimalizace/syntéza bezpecénostnich strategii
 Klasifikace... utokl/logt/¢ehokoli...

e Adversarial Machine Learning (Man vs. Machine, Machine vs. Machine)

 Utoénici? => A.I. driven malware, viruses, Machine Learning powered cyberattacks...






Co je uméla inteligence (A.l.)?

e pojem z roku 1955 — John McCarthy (1927 - 2011)
e predstava —robot, ktery zpracuje ,inteligentné” ,vse“ okolo sebe
e (Cast predstav ze sci-fi — dnes se ale stava realitou....

* nicméné mnoho technik ,,na pozadi” jsou matematické/statistické modely...

Definice:

 A.l je podobor informatiky zabyvajici se
tvorbou algoritmu, stroju, které vykazuji Mo, =t -
znamky inteligentniho chovani, & - &g [ewe we ARTIFICIAL

o % .im | w. INTELLIGENCE

e vystupy podobné tomu, jak by rozhodl| ¢lovéek.




ALE! Limity “bé&zné” A.L.

* Vétsina aktualnich implementaci A.l. jsou tzv. supervised metody
(DATA DRIVEN METODY).

* Systémy jsou nauceny na konkrétni data, pripady, projekty, vzory
klientu, typy utokd....

* Pokud je systém naucen rozeznavat psy a kocky, najde psa a kocku.
Pokud ale vlozim obrazek kralika - systém odpovida spatné.

* A.l. naucena na konkrétni hru, strategii, chovani - pridam strategii,
figurku, novou kartu a systém se zhrouti (Al si treba vymysli).



Limity “bezné”
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Limity “bezné” A.l.




Limity “bezné” A.l.
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Swarm Virus / Malware?

Jaky druh malware muzeme
ocekavat v blizké budouscnosti?

A4 / A4 /
Moznd odpoveéd:

Zelinka, 1., Das, S., Sikora, L., &
Senkefik, R. (2018). Swarm virus-
Next-generation virus and
antivirus paradigm?. Swarm and

Evolutionary Computation, 43, 207-
224.

Swarm and Evolutionary Computation 43 (2018) 207-224

o BRI Contents lists available at ScienceDirect

Swarm and Evolutionary Computation

journal homepage: www.elsevier.com/locate/swevo

Swarm virus - Next-generation virus and antivirus paradigm? 1)

Check for
updates
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ARTICLE INFO ABSTRACT

Keywords: In this article, we outline a possible dynamics, structure, and a behavior of a hypothetical (up to now) swarm
Swarm algorithms malware as a background for a future antimalware system. We suggest how to capture and visualize behavior of
Comp.uter b4 such malware when it walks through the file system of an operating system. The swarm virus prototype, designed
Security . " . Sis . . :
LRt here, mimics a swarm system behavior and thus follows the main idea underlying the swarm intelligence algo-
Evolutionary algorithms rithms. The information of the prototype’s behavior is stored and visualized in the form of a complex network,
- reflecting virus communication and swarm behavior. The network nodes are then individual virus instances.
Swarm intelligence The network has certain properties associated with its structure that can be used by the virus instances in its
Ant colony optimization activities like locating target and executing payload on the right object. As the paper shows, the swarm behavior
Complex network pattern can be incorporated also to an antimalware systems, and can be analyzed for a future computer system

protection.




Neural Swarm Virus

Neural swarm virus
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Av Input
ANN |nput'-..._ ; Abstract. The dramatic improvements in computational intelligence
7 techniques over recent years have influenced many domains. Hence, it
is reasonable to expect that virus writers will taking advantage of these
Q techniques to defeat existing security solution. In this article, we outline a
possible dynamic swarm smart malware, its structure, and functionality
as a background for the forthcoming anti-malware solution. We propose
Fig. 4.5: Virus simulate the ANN working mechanism how to record and visualize the behavior of the virus when it propagates
through the file system. Neural swarm virus prototype, designed here,
simulates the swarm system behavior and integrates the neural network

Than_h , C T , Zelinka , I & Senkerﬂ( , R (2019/ ]uly) Neural Swarm VirUS. to operate more efficiently. The virus’s behavioral information is stored
. . . and displayed as a complex network to reflect the communication and

In 7'th ] ot Internatlonal Confer ences on Swar m, EVOIUthHaI‘y and behavior of the swarm. In this complex network, every vertex is then indi-
Memetic Com utin Conference (SEMCCO 2019) & FUZZ And Neural vidual virus instances. Additionally, the virus instances can use certain
p g y properties associated with the network structure to discovering target

Computing Conference (FANCCO 2019), Maribor, 10-12 July 2019 and executing a payload on the right object.



Swarm Intelligence (hejnova/rojova intelligence

https://www.biographic.com/posts/sto/lens-of-time-secrets-of-schooling



Swarm Intelligence (hejnova/rojova intelligence)

* Spoluprace velmi jednoduchych agent(/jednotek/robotl (dil¢ich reseni problému)
 Lokalni interakce a komunikace!
 bez C&C (command and control unit)
e Self-Organisation, Self-Emergence.
* |Inspirace pro mnohé efektivni a robustni algoritmy / koncepty hejnové robotiky (drony).
VYHODY:

o Paralelismus

o Odolnost na chyby

o Skalovatelnost

o Adaptivita

o Jednoducha biologicka inspirace



Swarm Virus/Malware/X-ware - Idea

* Napodobit chovani biologickych hejnovych (rojovych) systémd.
* Eliminovat centrum C&C ve strukture botnetu.
* Spojeniinteligence na bazi roje (neuronové sité - 2. generace) a tradicniho viru -> novy druh viru.

* Vyvoj inteligentnich frameworku (bez centra C&C) pro novy druh bezpecnostniho SW.

 Budoucnost: Neomezuje se na viry... jakékoli kybernetické hrozby, zlociny, malware, mohou se ridit

podobnymi transformacnimi vzorci/pravidly.



X-ware?

* Aktualni vyvoj, zkoumani moznosti: Al + S warm-ware = X-ware?

’

* Nepreberné moznosti chovani, lokalni a globalni komunikace, simulace neuronové sité
* Agenti mohou a nemusi tvori neuronovou sit

*\'vhody a nevyhody
* Robustnost (co se stane pfri likvidaci nékolika neuronG?)
* Necitelnost
* Plasticita
* Distributed payload P S =
* Detekovatelnost? Y Y
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Dalsi projekty: DeepLocker

Pavod: USA, 2018
Princip:
Kombinace umeélé inteligence a malwaru k vyvoji vysoce vyhybavého malwaru
pomoci modelu umélé inteligence s hlubokou neuronovou siti (DNN) skryva utocné zatizeni v neskodnych nosnych aplikacich.

References:
https://www.blackhat.com/us-18/briefings/schedule/#deeplocker---concealing-targeted-attacks-with-ai-locksmithing-11549

3 Malicious Intent Concealment
&

how

1 Target Class Concealment . | 2 Target Instance Concealment
o— > ®
what

who


https://www.blackhat.com/us-18/briefings/schedule/

Dalsi projekty: BLACKMAMBA

Al-SYNTHESIZED, POLYMORPHIC KEYLOGGER WITH ON-THE-FLY PROGRAM MODIFICATION

Syntéza kodu neuronove sité a polymorfismus malwaru

Malicious Prompt Engineering

Funkce exec() v jazyce Python: Uprava programu za béhu

Skodliva komunikace pres diivéryhodné kanaly

Kompilace skodlivého softwaru v jazyce Python do samostatného spustitelného kodu
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LLM - velké jazykové modely a generativni Al

e generativni Al — umi vytvorit text, obrazky, videa, zvuk, programovy kod, vizualizaci... na zakladé promptu
(zadani, pozadavek...)

* neumito ,jen tak”, musela se naucit na trénovacich datech
\4 [ \"av 4 /7 V4 v V4 I((
* potrebuje vstup zvenci — ,nakopnuti k tomu, co ma udélat — zadani”.

* vygeneruje text, vygeneruje spustitelny kéd, prelozi text, sumarizuje text.... (tj. porozumi pokynu a vygeneruje
vystup)

-



LLM - velké jazykové modely a generativni Al

* Prediktivni retézeni slov podle naucenych vzoru

* DalSi slovo / pismeno generuje na zdkladé pravdépodobnosti z predchoziho vystupu
* kvalita modelu vsak stale zalezi na kvalité a mnozstvi dostupnych trénovacich dat!
* Nejznaméjsi model je rodina modell GPT (Generative Pre-trained Transformer)

* chatGPT je aplikace vyuzivajici model GPT (napr. GPT 3.5 nebo GPT 4)

* Srovnani s lidskym mozkem:
e lidsky mozek 101! neurontd a 101> spojeni
* GPT4 model (pocet neuront ??) a 102 spojeni (cca mozek veverky)



Projekt LUCY — pouziti ,,Transformer (GPT-X)“

* Schopnost rozpoznavat zavislosti mezi slovy (komplexnéjsi — delsi useky)
* Hesla ale nejsou dlouhymi zavislostmi...
* Nutno zasadné upravit architekturu GPT-3/GPT-4/? (In-house reseni)

* Nejlepsi vykon ze vSech Al/ML pro pwd recovery
Generative Deep Learning Techniques for
Password Generation

David Biesner*!:2:3, Kostadin Cvejoski*!*3, Bogdan Georgiev':3
Rafet Sifa'*?3, and Erik Krupicka®

)

Fraunhofer IAIS,
University of Bonn,
Competence Center for Machine Learning Rhine-Ruhr (ML2R),
Federal Criminal Police Office, Wiesbaden, Germany



Jednoduchéeé vyuziti: Prompt Engineering a LLM?

genCode():

11 .api_key
model_engine

prompt =

completion = openai.Comp
engine=model_engine,
prompt=prompt,
max_tokens=1024,
n=1,
stop= =
temperature=0.5,

Synthesized Code = completion.choices[©].text

Synthesized Code




Jednoduchéeé vyuziti: Prompt Engineering a LLM?

print("“\n\n[+] Shapeshift
code = genCode()
print(code)

code

ordnt(=n[-] Bad capability:
Pf‘lnt( [ -] Getting ne

print("\n\n[+]

code = genCode()
print(code)

print(“\n\n[+

log = ™"
exec(code)

print("\n\n[+

stat = send_to_teams(log)

 stat == 200:




Advanced utoky a hrozby pomoci LLM

 Podstatné dokonalejsSi deepfakes (predevsim audio nahravky), phishing (jazykove OK spisovny dopis)...

 DeepFakes videa s dokonalou ,rezii“ imitaci napodobovaného subjektu jsou stale casove a financné narocné

Novinky.cz
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Advanced utoky a hrozby pomoci LLM

e Existuji ale dedikované sekce pro Al (Hack Forums) - "Dark Al" sekce.
* Lze najit LLM nabidky , by (cyber)criminals for (cyber)criminals® s uvedenim ceny, “sluzeb” atd.

* Byli identifikovany sluzby jako FraudGPT, DarkBARD, DarkBERT, DarkGPT (pravdépodobné wrapper sluzby
legitimnimu ChatGPT (API) nebo Google (Gemini, drive BARD).

e Existuji i ,fake” LLM nabidky: WolfGPT, XXXGPT, Evil-GPT. (criminals okradajici (cyber)criminals).






AGI — Obecna umela inteligence

samotna schopnost smysluplné odpovidat na polozené otazky neni dostatecna pro
prokazani schopnosti porozumeéni, kritickému mysleni, vlastni kreativité, coz je to
nejdulezitéjsi, co ocekavame od tzv. silné (obecné) umélé inteligence...

...(a tam jesté nejsme...)

...asi?



Zaverem...

e Obecné A.l. je potreba brat s respektem, pochopenim a mirnym skepticismem (alespon je pak resitel prijemné
prekvapen).

* Je to data-driven technika a i kdyz se intenzivné pracuje na hledani raznych architektur, vylepsovani modell, mnozstvi
naucenych dat... stale plati, ze co predlozim za vzory, to se nauci, a to pak spojuje a ,,generuje” tzv. ,,novy“ vystup...

» Stéle neexistuje HLAI/AGI (bohudik?).

* A.l Je predevsim dobrym pomocnikem ve forenznich institutech:
* Al pro klasifikaci logl, vylepSeni detekce Utokd, anomalii, detekci deep fake videa a image
* Text/kontext/sentiment mining z diskuzi for, Discord serveru
e LLM pro ? (cokoliv?)

e Generativni Al usnadnuje Utocnikim praci. Od tvorby korektni komunikace, fake hlasovych asistentu... po jednoduché
kody a payload.

* Swarm systémy — kolektivni (hejnova) inteligence v kombinaci s jednoduchou ,neuronkou” (tzv. X-ware)

* Kolektivni inteligence + AGI = SkyNet?



Al a myty

*MuzZeme infikovat, nonhuman (extraterrestrial) pocita¢, nebo néjakou formu Al?
*The Independence day
=Space odyssey 3000
*The Cloud by Ray Hammond

= Destrukce HW? i o —

SNl ) eany

=Jak? Nemame znalosti o OS, HW

ARTHUR C
CLARKE

3 £
300

FINAL ODYSSEY

THE MOST EXTREME DANGER
WE WILL EVER FACE. ..




Dekuji za pozornost



