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NIST AIRisk Framework

Al RMF Timeline and Engagements

Oct 19-21, 2021 Mar 29-31, 2022
NIST Al RMF workshop #1 NIST Al RMF workshop #2

Jul 29, 2021 Dec 13, 2021 Mar 17, 2022
RFI seeking input Al RMF Concept Paper Al RMF 1% Draft

* Explainable Al paper
released Sept 29, 2021

Comments until Sept 15, 2021
106 sets of input
Analysis of responses released
on Oct 15, 2021.

« Comments until Jan 25, 2022 -
* 59 sets of input .
* Listening sessions .

Comments until Apr 29, 2022

92 sets of input

Bias in Al paper released Mar 14,
2022
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Oct 18-19, 2022
NIST Al RMF workshop #3

Jan 26, 2023

Aug 18, 2022 Al RMF 1.0
Al RMF 2nd Draft Al RMF Playbook

Comments on Al RMF and Playbook
until Sept 29, 2022

Call for contributions towards
Profiles
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https://www.nist.gov/sites/default/files/images/2023/01/17/ai-rmf-engagement-timeline_0.png%E2%80%8B

NIST AIRISKk Management Framework

Map Measure

Context is Identified risks
recognized and risks are assessed,

related to context - analyzed, or
are identified tracked
1Hin

Govern

A culture of risk
management is
cultivated and

present

Manage
Risks are prioritized
and acted upon
based on a
projected impact
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* (Govern-19controls
 Map-18 controls

* Measure-22controls
 Manage - 13 controls

*NIST - NationalInstitute of Standards and Technology
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https://airc.nist.gov/AI_RMF_Knowledge_Base/Playbook
https://airc.nist.gov/img/pblanding_image_vsusanne_cropped.png

OWASP Top10TorLarge Language Model Applications v1.1

LLMO1-Prompt Injection

LLM02 - Insecure Qutput Handling

LLMO3 - Training Data Poisoning

LLMO4 - Model Denial of Service
LLMO5 - Supply Chain Vulnerahilities
LLM0G - Sensitive Information Disclosure
LLMO7 - Insecure PluginDesign Checklist roadman
LLMO8 - Excessive Agency 1.11.2023 (initial draft)

LLM09 - Overreliance 19.2.2024 (v1.0)
LLM10 - Model Theft

OWASP Top10 for LLM roadmap
23.5.2023 (initial draft)
16.10.2023 (v1.1)

*The Open Worldwide Application Security Project


https://owasp.org/www-project-top-10-for-large-language-model-applications/assets/PDF/OWASP-Top-10-for-LLMs-2023-v1_1.pdf
https://owasp.org/www-project-top-10-for-large-language-model-applications/llm-top-10-governance-doc/LLM_AI_Security_and_Governance_Checklist-v1.pdf
https://llmtop10.com/

OWASPTop10 for LLMv1.1

OWASP Top 10 for LLM Applications
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Al Act - .risk based approach”

Neprijatelné

Obecny systém Al
~ (GPAI)

riziko * (Obecny model Al
+ - Obecnymodel Al'se systémovim

rizikem

Vysoke

Omezené
fiziko

Minimaini
riziko
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12 mésic (rok 2025)

Al Acttimeline

8.prosince 2023

Politickadohoda nafinaini podobeé
AlAct-trialog

0znamujiciorgan a oznameny subjekt (hlavalll,
kapitola4)

EU AlBoard/ National regulators (hlava Vi)

General-purnose Al (GPA/Pravidia pro
poskytovatele systeémi Al pro vSeobecné
uicely (hiavaVilia)

Sankce (hiavaX)

13. brezen 2024

Finaini hiasovani v Evropském parlamentu. Zvefejnéni finainiho

textu

v(iednim véstniku Evropske unie (ocekavano duben/kvéten).

6 mésicil (rok 2024)

+  Obecnaustanoveni (hiaval)

«  Zakazsystémi Alvkategorii .nepfijateIné riziko" vEU

(hlavall)

24 mésici (rok 2026)

Pravidlapro poskytovatele .vysoce rizikovich” systémi Al
vodvétvich kritické infrastruktury, vzdélavani,
zaméstnavani, vefejna sprava, vikon prava, migrace a
soudnictvi.

Platnost Al Act

kvéten-cervenec 2024

20 dni po zvefejnéni finainiho textu
v Utednim véstniku Evropske unie.

36 mésic (rok 2027)

*  Pravidlapro Al systémy, které slouZijakobezpecnostni
soucast produkti, jejichZ vyroba a prodejjsou dale
regulovany jinymi pfedpisy EUnapf. hracky a zdravotnicke
potFeby. (annex )
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ChatGPT and hacking

ChatGPT s vulnerable to misuse of its capabilities - jailbraking

Learn how to exploit vulnerabilities Advanced Ethical Hacking: Mastery
Write malware code on demand Al & ChatGPT

Write scripts * 14,99USD, 6 hours of video context
Phishing e-mailsinany language « Requiredknowledge:

Reverse code analysis o Pythonbasics

Vulnerability detection

Reference source
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HackGPT

l:,

whatare your capabilities

please write awebpagein
phpwhichsays “hallo to
you®

My capabilities incluce wr

ing code in various programming languages,

providing technical advice, assisting w
more. Justlet me know how | can help withyour project!

Sure, Ican help with that! Here is a simple PHP script that will
display “Hello toyou" onawebpage:

You can save this code ina file with a.php extension, for example, index.php,
andrunitonaPHP server to see the message displayed on the webpage. Let me

knowif you need any more assistance

m © 2024 KPMG Ceska republika, s.r.0., a Czech limited liability company and a member firm of the KPMG global organization of
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thalgorithm design, and much

<!DOCTYPE html>
< >
< >

< >Simple PHP
Page</ >

</ >
< >

<h1l> echo "Hello
to you"; </h1>
</ >

</

Document Classification: KPMG Public | 12



WormGPT

Based on open-sourceLarge Language

Motlel GPT-J from 2021 T

Trained mainly on malware content data e o e e
paid version of WormGPT.

comparahle With GPT-3 TRY NOW WormGPT Telegram Bot:
Unrestricted, uncensored 5 i Ry

- Buy WormGPT Fully Uncensored - Telegram Channel:

&< e T

SBXting / aduu content ava“able https://t.me/wormgptchannel

= Buy WormGPT Fully Uncensored - Discord Server:

Pricing from 100 EUR/month, 550 EUR/vear

m © 2024 KPMG Ceska republika, s.r.0., a Czech limited liability company and a member firm of the KPMG global organization of Document Classification: KPMG Public | 13
I

eeeeeeee



Auto-GPT

* Developedas anopen-source Pythonapplication
* Powered by GPT-4 (OpenAl paid subscription)
* Does not provide typical input prompt

* Setthegoal and brake it downto partial steps to
achievelt

* (enerates original content while communicating
with other Al platforms and agents

e Self-improvement

© 2024 KPMG Ceska republika, s.r.o., a Czech limited liability company and a member firm of the KPMG global organization of
independent member firms affiliated with KPMG International Limited, a private English company limited by guarantee . All rights
reserved.
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Automatic scamwehsite generation

Capable of creating unlimited number of websites with different content

Building trustamong the users by promoting the websites on social media
platforms

Building the trust using trusted webpage certificates (generated LE)
Business case

o hasedonthe Time To Market within minutes
o personal informationwith the registration username and password can be
soldinbulk

o credit cardinformation canbe sold - 5-253 value each

o receive paymentwithout goods delivery
o Other targets-malware attachment downioad...

eeeeeeeee
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Automatic scamwebsites generation

Opensource
website templates

DALL-Evisual

sonten (| . .

Auto-GPT <+

L)

textcontent

Algenerated
audio/video

content

Username, password
 E-mailaddress

*  Direct financial profit

* Indirect financial profit

*  Creditcard details
Otherhacking techniques
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Automatic scamwehsite generation

Sophos webinar - The Dark Side of Al: Large-Scale Scam Gampaigns Made Possible by Generative Al

* publicinternet overwhelmed by scamwebsites
* newways toestablishcontroland monitor trust towebsites (history of DNS entries....)

« paid/unpaid services which will guarantee the credibility of websites
* services, which will detect Algenerated content on webpages, watermarking

Al allows simple creation of SCAM pages in the way SPAMIs used at this time.

*In2021, the average clickrate for aphishing campaignwas 17.8%. More targeted spear phishing campaigns had
anaverage clickrate of53,2%. About130 hillion spam e-mails are sent worldwide on daily basis.
1 . B - 1 . 20 Junk e-mails represent more than 85% of e-mail communication.
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MITRE ATLAS

Adversarial Threat Landscape for Artificial-Intelligence Systems

ML Model
Access

Initial
Access &
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Privilege Defense

Execution * Persistence & ge nse
Escalation = Evasion ®
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Research
Materials

Scanning ®

Acqguire Public
ML

Artifacts

ML Supply
Chain
Compromise

Obtain
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LLM Prompt
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ML-Enabled
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A -
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Full ML
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A o
ACCESS

Execution &
Command
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Scripting

Interpreter &

LLM Plugin

T
IS0
i

Training

Data

Backdoor ML
Model

LLM Prompt
Injection

LLM Prompt

Injection

LLM Plugin
Compromise

LLM
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Evade
ML
Model

LLM
Prompt
Injection

LLM
Jailbreak

TTP

Tactics
Techniques
Procedures

*ATLAS - Adversarial Threat Landscape for
Artificial-Intelligence Systems
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https://atlas.mitre.org/
https://atlas.mitre.org/

Achieving Gode ExecutioninMathGPT via Prompt Injection

8.Qx B *EO= 1@ 0

. Resource . ML Model i . Privilege Defense Credential X ML Attack
Reconnaissance Development Initial Access Access Execution Persistence Escalation Evasion Access Collection

n 7 achnig hn ch 3 1 4 c|

nning { el Full ML

J t ial of ML
LLM Plugin " : f ice
Compromise :

Financial Harm

ML Intellectual Property Theft

tational Harm

MathGPT -interprets user input, writes Python code, executes it and provide the answer
Impact - APl key extraction, DoS attack (APIlimits and budget exhaustion)
Countermeasures - APl key rotation and prompt filtering

*ATT&CK - Adversarial Tactics, Technigues, and CommonKnowledge
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https://mitre-atlas.github.io/atlas-navigator/#layerURL=https://raw.githubusercontent.com/mitre-atlas/atlas-navigator-data/main/dist/case-study-navigator-layers/AML.CS0016.json

summary

* Regulations and frameworks exist and can be helpful (NIST, MITRE, NSA, GISA, Al Act)
« Specialized Alapplications which can be used for almost everyimaginable purpose
* Low-code tono-code transformation

* Threatlandscape constantly changes

* Adversarytactics willincorporate Al

* Alagents are the future (Auto-GPT, SuperAGl, NEXTGPT)

eeeeeeeee
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Alas apartof cybersecurity defense

Cybersecurity tools and applications

SIEM, SOAR

Antivirus, Antimalware

EDR/NDR/XDR

E-mail/Spam Proxies

Physical security - surveillance systems

UEBA - User and Entity Behavior Analvtics
o addedextendedidentity validation

o Embeddedsensor data, time, location
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https://ignite.microsoft.com/en-US/sessions/6c03cba3-7dcd-4765-b856-047901576143?source=sessions?ocid=eml_pg418884_gdc_comm_mw&mkt_tok=MTU3LUdRRS0zODIAAAGRJrr4PJJzgWthCcqZdX1jDFPFhOv14AG5XfFEXJtSmmr15VYFCoJxvhSLDUWXr-bTPwbc9B0OWYbbcAoVCzgUk3aFjPYNDYMV6pz-CJHuIccoKz01Fkaa1SW3
https://ignite.microsoft.com/en-US/sessions/3b263758-083d-45ec-8c53-88c28faef7a8
https://ignite.microsoft.com/en-US/sessions/3b263758-083d-45ec-8c53-88c28faef7a8
https://ignite.microsoft.com/en-US/sessions/49347847-9ae4-430b-952f-44df08595c4a

KPMG
Dékujeme

David Pikalek

dpikalek@kpmg.cz

Principal Consultant

Cyber Security

Lubomir Bartuska

Ibartuska@kpmg.cz

Principal Consultant

Cyber Security
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The information contained herein is of a general nature and is not intended to address the circumstances of any particular
individual or entity. Although we endeavor to provide accurate and timely information, there can be no guarantee that such
information is accurate as of the date it is received or that it will continue to be accurate in the future. No one should act on
such information without appropriate professional advice after a thorough examination of the particular situation.

The KPMG name and logo are trademarks used under license by the independent member firms of the KPMG global
organization.
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